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Abstract— Evaluating the performance of distributed applica- Real world

tions, such as mobile telephone or video conferencing devices, has

become increasingly complex as the diversity of scenarios and Q Q
data rates in networks increase. In this paper, we present the — —

design and implementation of RplTrc, a network emulation tool.

RplTrc uses traces to drive interceptions of the Linux protocol

stack to delay, drop or duplicate packets. The length of traces l

is not limited. Thus, unlike other well-known emulators such as
NIST Net or the emulator module in the Linux 2.6 kernel, RplITrc

is capable to account for important performance characteristics Lab setting

inherent to real networks such as long-range dependence and self-

similarity of cross-traffic. Tests show that RplITrc installed on a

commodity PC is capable to emulate a 100MBit/s or a lightly- —_— —

loaded 1GBit/s network and has a precision in reproducing
packet delays in the order of 100 us. RplTrc thus enables
extensive performance evaluation of distributed applications in Network emulator
lab environments.
Fig. 1. Evaluating the performance of distributed applications with network

I. INTRODUCTION emulation.

Evaluating the performance of distributed applications has
become increasingly complex as the diversity of scenarios and
data rates in networks increase. This includes performancdn general, there are two ways to reproduce the impact
evaluation of devices in contexts such as industry automati@f,long-range dependence in network cross traffic. The first
distributed gaming and multimedia in both wired and wireless to employ packet traces that have been verified to reflect
networks. Given this situation, employing network emulatiothese characteristics to drive the network emulation. Traces
for performance evaluation (see illustration in Fighfe 1) is ahat reflect long-range dependent characteristics are inherently
interesting alternative to test-bed experimentation as well wgry long [7]. The statistical characteristics are then inherited
simulation. Moreover, in many test scenarios, commodity P@em the trace to the emulation. This is simple, flexible, and
offer sufficient capabilities for the implementation of networlsufficient in many cases. A second way is to identify appro-
emulators. priate models, fit parameters to these models and implement

However, the implementation of such emulators is difficuthe models in the emulator. Candidates for appropriate models
for two reasons. First, emulating network dynamics is a tagke fractional Gaussian noise and fractional autoregressive
that includes time critical actions. Thus, kernel programmirigtegrated moving average (fractional ARIMA) [8]. These
becomes necessary to protect time critical actions againsedels have a large run time complexity and are difficult to
unpredictable operating system scheduling delays. Second,¢hgpute in a real time environment. Moreover, it is a known
dynamics of real networks exhibit key invariant statisticalifficult problem to find good fits for the parameters of these
characteristics such as long-range dependence/self-sinfljlarhyodels to the dynamics observed in real networks [18].
[19]. These characteristics have significant impact on perfor-Therefore, in this paper we focus on the approach to drive
mance evaluation [15] and are not accounted for in well-knowhe emulation with packet traces and describe the design and
emulators such as NIST Net [10] or the emulator module implementation of RplITrc. Our contributions with RplTrc are
the Linux 2.6 kernel [3] (see secti¢r Il for details). as follows.

INote that in network traffic modeling the terms long-range dependence ] ] )
and self-similarity imply each other (see [15] for details). 1) Rpl can reproduce the dynamics of wired and wireless



networks inherent to large packet traces that were pnehere thed; is the i-th value, p is the constant lag-one
viously generated or captured; correlation and thend; are independent random increments
2) Rpl employs kernel programming to protect the tim&dom a configurable distribution. With regard to correlation
critical task of network emulation against unpredictablstructure this simple model is comparable to the first-order
process scheduling delays; autoregressive process
3) Rpl can be used to emulate a 100 MBit/s network or a
) Iig?ltly-loaded 1 GBits/s network on a commodity PC; Xi=a - Xiat+e a€(-11) )
4) Rpl has a delay precision in the order of 10€. where thee; are independent random increments from a
The rest of this paper is structured as follows: Secfin mormal distribution. However, this autoregressive process is
reviews other network emulators. Sectibnl Il describes th@own to lead to short-range dependent values which in turn
overall architecture of RplTrc. Sectign]lV describes the imhas a major impact on performance evaluations. For details
plementation of RplTrc. Sectidn|V reports performance limsee [7]. As a consequence, care has to be taken when using
tations and delay precision of RplITrc. Sectjon| VI reports WIST Net for performance evaluations.
use case where RplITrc has successfully been employed tdhe network emulator module built in the Linux kernel
evaluate mobile telephone equipment before we concluder® as well as NetPath use the same table-based approach to
Section V1. generate delay values as NIST Net which likewise lead to
short-range dependent values. Moreover, the emulator module
Il. RELATED WORK built in the Linux kernel reuses existing data structures that
Existing emulators that run on a commodity PC/workstatiosre optimized for fast forwarding of packets. These structures
pertain to two categories. The first category does not accouaied to be modified to store large amounts of delayed packets.
for the fact that network emulation is a time critical task
and implement the emulation and/or network interface read-
ing/writing as a user space task. As a result packet delays calVe start with giving an overview on RplTrc’s architecture
be distorted up to several milliseconds. The most well-know#s depicted in Figuig 2. The emulator kernel module intercepts
of these emulators are the ns emulation [1], the Ohio-Networke Linux TCP/IP protocol stack between layer 2 and 3. This
Emulator ONE [14], and the emulators described in [12] arfodule performs time critical actions on incoming packets
[9]. (delay, drop, duplicate). The actions are controlled on a per
The second category employs kernel programming to SLfb)V\EI level with a packet action trace that is successively
port real-time actions. The emulators in this category are loaded by a preemptive low priority user space process. To

Ill. ARCHITECTURE

1) Dummynet [17] facilitate the implementation, RplTrc reuses parts of NIST Net

2) NIST Net [10] (version 2.0.12) code for the protocol stack interception and

3) the network emulator module that is build in the Linufo" the delaying of packets in the kernel emulator module.
2.6 kernel [3], and. However, the trace reader module is completely new.

4) NetPath [4]. IV. |MPLEMENTATION

Dummynet is part of one of the IP firewalls in the FreeBSD |, 5jementation of the protocol stack interception, the kernel

kernel. However, its functionality is limited to modeling conmyator module, and the trace reader module are as follows.
stant packet delay as well as packet delay that comes from

a constant bandwidth limitation on a single link. There is n&. Protocol stack interception
support to implement variable packet delay as induced by aThe Linux protocol stack is intercepted between layer 2
network. Simple extensions of Dummynet, such as employiagd 3 to delay, drop or duplicate packets (see fifire 3). The
a script in user space to configure variable delays, would resgilirent version of RplTrc, is build on the GNU/Linux 2.4
in a violation of the real-time support. kernel. Hence, the processing path from packet arrival until
NIST Net [10] is a Linux kernel module capable of modinterception is as follows: When an Ethernet frame arrives
eling variable network delays. NIST Net implements datg a receiving interfacdRX dey it is temporarily stored in
structures such as a radix sort delay list that are particulathe device’s memory before a triggered interrupt copies it
optimized to store large amounts of delayed packets. Valuesjigfo a socket buffer. The deposed frame is then unpacked
packet delay are generated from a table which is stored in thed analyzed byethtypetrans determining the appropriate
kernel. NIST Net randomly accesses this table, which codgger 3 protocol. Thennetifrx transfers the packet to a
the inverse CDF of the delay distribution, and corrects thfieue and informs the responsible layer 3 protocol handler
table’s value for the correlation with the previously generatasl triggering a software interrupt. At this point the protocol
value. However, this generation process cannot account &#ck is intercepted by hooking in the emulator module as a
correlation structures other than short-range dependence asgi@tket handler. This handler replaces the handler for standard
be seen from the following argument. Formally, NIST Net'sp packets.

model to generate delay values is
2A flow is characterized by the port- and IP-addresses of the source and
di=p-di—1+ (1 —p)-rnd; p€(-1,1) (1) destination hosts.
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Fig. 2. RplTrc's overall architecture: Previously generated packet action traces are employed to drive the network emulation.
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Fig. 3. The GNU/Linux protocol stack is intercepted between layer 2 and 3. The emulator is implemented as a packet handler that delays, drops, or duplicates
packets.

B. The emulator kernel module and its handlerdo_timer).

RplTrc’s kernel emulator module essentially consists of a First of all, when thepackethandler receives a packet,
packet handler, a multi-field classifier and action handleitschecks if the emulator is switched off or the packet has
for dropping, delaying or duplicating packets (see figure 43lready been processed. In this case, the handler forwards the
The packet handler controls the emulation and a multi-fiefshcket to the IP protocol handleip(forward/ip_recy) without
classification of the IP headers that enables us to identify thether processing. In all other cases, the multi-field packet
flow associated with a packet. Based on this classification, theader classificatiomulti_field_classification is invoked for
action is determined from an instruction buffer that contairchecking which action needs to be performed with this packet.

a chunk of the packet action trace. For this purpose, we look up a two-level hash table containing
Essentially, the emulator module consists of four functionpkr flow information. If no entry is found, the packet is directly
units (see figurg]4). forwarded to the IP protocol handler. Otherwise, the action
1) The control unit, implemented aspackethandler. is as specified in the packet action trace and the packet is

2) The classification unit, implemented as the forwarded to the corresponding handler.
multi_field_classification This unit determines which ac- This handler is either thepacketdrop handler, the
tion is associated with the packet. packetdelay handler, or thepacketduplicate handler. The

3) The action unit, containing the three action handlers fpacketdrop handler deletes the packet from the buffer and ex-
dropping, duplicating and delaying. its the module. Thepacketdelay handler forwards the packet

4) The packet play-out unit, containing tivgerrupttimer into a delay list packetdelaylist). This list is implemented
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Fig. 4. The kernel emulator module consists of a packet handler, a multi-field classifier and action handler for dropping, delaying or duplicating packets.

with radix sort. Due packets are released from this list evefgllowing mechanisms to transfer packet action traces between
121 ps which is one tick in the interrupt frequency of theauser and kernel space:

PC’s MC146818 clock. Packets with the same due time areqy Transfer oveshared memory by mapping of pages of
released in arbitrary order. Then the packets get marked and physical memory into both kernel and user space:

are re-injected intmetifrx. As a consequence of marking, oy transfer over th@rocess file systenby employing call
the packethandler of the emulator kernel module sends them back functions which invoke the process file system’s

directly to the standargp_forward handler. copy from_user function.
The packetduplicate handler creates a new instance of & 3y transfer overdevice filesby employing their limited
packet. This duplicated packet is then re-injected matf rx interface and the device fileopy from_user function.

and handled separately. The original instance of the packet_is ts of th luation includi ¢ test
transfered to th@acketdelay handler. This design choice for esults ot the evaluation Including periormance tests are

duplication opens the possibility to create cascaded instanE%gorted_ in [5]. From these tests we conclude that all thrge
of the same packet, mechanisms can reach transfer rates faster than 200 Mbit/s.

Since a maximum transfer rate of 8.7 Mbit/s is required to
support the emulation of a 100 MBit/'s netw@rkany of the

i three transfer mechanisms can be employed to implement the
The trace reader module transfers packet action traces frgar reader module.

the file system (e.g. from a disk) into packet action buffers
that are located in the kernel. The emulator kernel module
then reads from these buffers (see figlife 5). Conceptually,
trace reading from the file system into the kernel is a cIassmaIWe decided to employ the process file system to implement

prqducer—consumer problem with the trace reader mod%ee transfer of packet action traces into kernel space since
being the producer and the emulator kernel module t

nsumer. However. thi roducer-consumer problem ht is option has the lowest implementation complexity. Loading
consumer.  However, this producer-consumer proble Scket action traces can be triggered by the command line
a few constraints. These are the timely delivery of chunI

of packet action traces required to drive the emulator a erface (CLI) and is performed in three steps. First, a unique
) . . w ID is requested from the emulator kernel module usin
the fact that any distortions of the emulation due to th 9 g

CPU . t of the t f t b ided. F specific process file, and a pair of buffers associated with
th rii?w;eimeln mo nt t? nr?r?s terr murs der iav0| € .r "Mis flow is initialized. Second, a new producer process is
€ point of implementation the trace reader 1S a USer spagfialized with the obtained flow 1D and the filename of the

process that transfers packet action traces associated Wfé

flow. T ¢ dinated with svst I dsi e. Third, the producer process gets registered in the flow
atiow. fransters are coordinated with system calls and SlgnNqi e of the emulator’s kernel module and starts filling the two

buffers.

C. The trace reader module

Implementation

Alternatives to transfer traces

) ) 346 bytes minimal packet size for IP packets without payload, 271739
Before implementing the trace reader, we have evaluated tlaekets per second, 4 bytes of action trace data per packet
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Fig. 5. The trace reader module transfers packet action traces from the file system into packet action action buffers that are located in the kernel. The
emulator kernel module then reads from these buffers.

The trace reader module uses two buffers instead of justThe remaining thirty bits specify the packet delay in
one to ensure continuous operation. While one empty buffi@icroseconds. This encoding enables us to specify delays
is reloaded, the emulator reads from the other. The reloadiaga very fine granularity while the maximum of more than
process of an empty buffer is initiated by sending a signal 1@ seconds delay will likely never be reached. Action type

the associated producer process. 10 duplicates a packet. The remaining thirty bits of the
We denote that a dedicated packet action trace needs tocbde specify the delay of the original packet. A subsequent
loaded for each flow. 01 action type specifies the delay of the duplicated packet.

Cascaded duplications, i.e. triplications etc., are also possible.

Packet trace format
Section Summary

, RplTrc is based on
action delay

« intercepting the Linux TCP/IP stack between layer 2 and
2 30 Bits 3,

Fig. 6. The specific trace format developed to encode per packet actions. ® an emulator kernel module that is r(:"_g'Steer'q as a layer
3 packet handler and performs the time critical task of

delaying packets, and
A specific trace format has been developed to code in-« a trace-reader module that employs the process file sys-
structions for packet actions (drop, duplicate, delay) in a way tem to perform the low priority task of loading chunks of
that minimizes the amount of trace data transfered from the packet action traces into the kernel where they are used
file system to the kernel emulator module. The instruction is  to drive the emulation.
encoded in 4 bytes (32 bits) as depicted in fiddre 6. The first

two bits encode the type of action as listed in tgble I. V. PERFORMANCEL IMITATION AND DELAY PRECISION

[ Action type [ Code | In this section, we report on a test of RplTrc, installed on
mﬁqgfggﬁiet 8(1) a commodity P to find out the emulation’s performance
Duplicate packetl 10 limitation and delay precision. The test setup is as depicted in
unused 11 figure[7.
TABLE |
LIST OF CODES FOR VARIOUS PACKET ACTION TYPES “Results reported here were achieved on a Dell Precision 340 Workstation

with Intel Pentium P4 2.0GHz, 512MB RAM, 40GB Hitachi Deskstar
120GXP, two 3Com Tornado 3c905C NICs running Debian Sarge 2.4.27.



various traces and inject/log traffic at the sender/receiver with
a real-time measurement infrastructure that has a precision
of 3us. We investigate the emulator's delay precision under

various synthetic traffic patterns and traces which we have
gathered by probing ETH’s network. For details see [5]. From

our results, we infer that the emulator has a precision of two

Sender Emulator Receiver clock ticks which is approximately 24& on the commodity

PC used for the tests. We denote that this precision is more
“Ran five times more accurate than the precision of the

network emulator build in the Linux 2.6 kernel [3].

Fig. 7. Test Setup to measure performance limitation and delay precisio
the emulator.

A. Performance limitation Section Summary
First of all, we test up to what rate the emulator can processperformance limitation and delay precision of RpITrc in-
offered load. We employ the sender to offer an increasirgalled on a commodity PC can be summarized as follows:
load of UDP/IP packets that contain no payload. At the sam@sts show that RplTrc can process at least 32 MBit/s of
time we monitored system parameters such as CPU usa@fered load. Thus RpITrc can be used to emulate a 100 MBit/s
at the emulator and check the receiver to see whether Wg&work or a lightly-loaded 1 GBits/s network. The delay

emulator timely forwards the offered load. We found that therecision with which RplTrc reproduces delays is in the order
emulator can process offered load up to 105000 packet$100us.

which corresponds to a minimum rate of 32 MBit/s. At higher

offered load the trace reader process cannot refill the trace VI. USAGE EXAMPLE

buffers in the kernel emulator module. As a consequence thesgve have employed RplITrc to evalute the performance of
buffers under-run. The underlying reason for this under-run égnchronization algorithms in newly developed circuit emula-
the large amount of interrupts caused by incoming packets tfigh adapters. The adapters are employed to connect mobile
have higher priority than the user level trace reader procefslephone base stations over packet-switched networks such as
Thus, the CPU usage is the limiting factor. Taple Il lists thgletropolitan Gigabit Ethernets (see figlife 8 for an illustration
CPU usage for various offered amounts of load. T4ble I8f the scenario and [6] for further details). The task of the
lists reference values of CPU usage with the emulator begénding adapter is to encapsulate the plesiochronous TDM
switched off. From this test we infer that RplTrc, installed oBjgnals from base stations and send the resulting frames over
a commodity PC, can be employed to emulate a well-loadgse Metropolitan Gigabit Etherent. The task of the receiving
100 MBIt/s network or a lightly-loaded 1 GBits/s network. adapter is to decapsulate and play-out the TDM signal at a
rate synchronized to the sending base station. Plesiochronous
TDM signals of a base station have a nominal frequency of

Packets ‘ CPU usage‘ Buffer

[x1000/s] [%] under-run
50 78 no 8000Hz with a variation oft 50 ppm. However, despite this
182 gg o rather large tolerance of 50 ppm, each base station’s specific
110 9% ves frequency within this tolerance needs to be preserved across
TABLE Il the Ethernet. This perservation is necessary to prevent long-

term buffer over- or underrun and has to be such that the
maximum time interval error (MTIE) requirement as specified
by ITU-T can be met [13]. This task is usually achieved by
time stamping encapsulated signal at the sending and receiving
adapter, estimating the minimal time stamp difference and

CPUUSAGE OF THE EMULATOR AT VARIOUS OFFERED LOADS

Packets | CPU usage Buffer X X d X
[x1000/s] [%] under-run ‘ subsequently correcting for any change in this difference. The
[ 100 ] 70 [ no ] rationale behind taking the minimal difference for synchro-
[ 110 | 75 [ no | nization is that this difference does not depend on the traffic
TABLE Il characteristics of the Metropolitan Gigabit Etherent. At perfect
CPUUSAGE OF THE EMULATORPCAT VARIOUS OFFERED LOADS synchronization, this difference is equal to the minimal net-
(EMULATOR SWITCHED OFF). work delay, which is in the order of 100 microseconds. Thus, a

network emulator that is employed to evaluate synchronization
algorithms in circuit emulation adapters needs to have a delay
o precision which is at least in this order to get meaningful
B. Delay precision results. This delay precision requirement is met with RplTrc.
Besides performance limitation, delay precision is a key Figure[9 depicts the lab setting we have used to evalute the
performance characteristic of an emulator. We thus determiperformance of various synchronization algorithms in circuit
the delay precision of RplTrc on a commodity PC. We ruamulation adapters with RplTrc by measuring the MTIE.
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MTIE results for three synchronization algorithms. The synchronization algorithms work by estimating the minimal network delay, which does
not depend on network dynamics. This delay is in the order of 100 microseconds for Metropolitan Gigabit Ethernets. Thus, the emulator needs to reproduce



Figure [I0 depicts a sample result. The initial skew betweep] The Linux Kemel Archives. www.kernel.org.

the clocks in sending and receiving adapter has been set Ify S: Agarwal, J. Sommers, and P. Barford. Scalable network path
50 The depicted sample result has been measured af remUIat'on' INMASCOTSpages 219228, 2005,
ppm. Ihe dep p 8IR. Baumann and U. Fiedler. A Tool for Emulating Real Network

an initial phase of 10 seconds. The packet trace replayed for Dynamics. TIK Report 218. Technical report, ETH Zurich, Mai 2005.

this evaluation is from a an active probing measurement in tH&] R. Baumann and U. Fiedler. Towards Connecting Base Stations over
Metro Gigabit Ethernets. IRroceedings of Third International Confer-

ETH Zur'c_h campus network. _ ence on Quality of Service in Heterogeneous Wired/Wireless Networks
A technical report [16] documents the complete evaluation (QSHINE’06) Waterloo, Ontario, Canada, 2006.
with various classes of synthetic and measured packet tracéd. J- Beran. Statistics for long-memory processe€hapman and Hall,
The packet .tracesl repr.esent traffic pat_ter'ns that can be EXpeCf@dJ.—Y. L. Boudec. Performance evaluation lecture notes (meth-
in metropolitan Gigabit Ethernets. This includes patterns that ods, practice and theory for the performance evaluation of com-
correspond to a change in the physical delay after a Spanning puter_and communication systems). Lecture Notes EPFL, 2005.
i . d traffic burst din the ET. http:/ficalwww.epfl.ch/perfevall.

tree re-computation and traific bursts as measured | [5! L. S. Brakmo and L. L. Peterson. Experiences with network simulation.
campus network. In Measurement and Modeling of Computer Systgrages 80—90, 1996.

In addition to use RpITrc to evalute the performance ¢#0] M. Carson and D. Santay. ~Nist net: A linux-based network emu-
lation tool. In ACM SIGCOMM Computer Communications Reyiew

synchronization algorithms in circuit emulation adapters, we o me 33, pages 111-126, 2003,
intend to use RplTrc to evalute synchronization algorithms jn1] FSMLabs. RTLinux (Real-Time Linux). www.fsmlabs.com.

other contexts. These contexts include industry automati¢?l B:- N. G. Nguyen, R. Katz and M. Satyanarayanan. Trace-based mobile
network emulation. IrProc. of the ACM SIGCOMM’'97pages 51-61,

distributed gaming and multimedia over wireless networks. Cannes, France, sept 1997.
[13] ITU-T Recommandation G.823. The control of jitter and wander within
VIl. CONCLUSION digital networks which are based on the 2048 kbit/s hierarchy, March
2000.

We have presented th,e dESIQH and ,|mplem.entat|on'[9£] Ohio University's Internetworking Research Group. ONE - the Ohio
RplTI’C, a I’letWOt’k emu|a’[|0n tOOI RpITrCS arChIteCtUI’e IS Network Emulator. http://masakalcslohiou.edujone/.
based on a combination of a kernel module that perforrii$] K. Park and W. WillingerSelf-Similar Network Traffic and Performance
the time critical task of network emulation and a user space Evaluation John Wiley & Sons, Inc., New York, NY, USA, 2000.
. 1 ], Rainer Baumann and Ulrich Fiedler. Evaluation of Circuit Emulation
module that successively transfers packet traces into the kernel adapters. TIK Report 254. Technical report, ETH Zurich, June 2006.
to drive the emulation. Since the length of traces is not linft7] L. Rizzo. Dummynet: a simple approach to the evaluation of network
; ; ; protocols. ACM Computer Communication Revie27(1):31-41, 1997.
ited, Rp|T'I’C. IS (?apable to account for important performancifs] M. M. Thomas Karagiannis and M. Faloutsos. Long-range dependence,
characteristics inherent to real networks such as long-rangeé ten years of internet traffic modeling. IEEE Internet Computing
dependence and self-similarity of cross-traffic. This feature pages 1089-7801. [IEEE Computer Society, September 2004.
differentiates RplTrc from other emulators such as NIST NE W. Wilinger, M. Tagqu, R. Sherman, and D. Wilson. Seif-similarity
. . through high-variability: statistical analysis of Ethernet LAN traffic at
and the emulator module in the Linux 2.6 kernel. Moreover,  the source level [EEE/ACM Transactions on Networkin§(1):71-86,
we have shown that RplTrc, installed on a commodity PC, can 1997.
be used to emulate a 100 MBit/s network or a lightly-loaded
1 GBits/s network at a delay precision in the order of 130
Our experience and the feedback from our industry partner
indicate that RplTrc can be employed for a wide variety of
testing purposes in lab environments. This includes perfor-
mance evaluation of devices and applications in contexts such
as industry automation, distributed gaming and multimedia in
both wired and wireless networks. Moreover, we are currently
porting RplTrc into the 2.6 Linux kernel. [Comment: A release
can be expected together with the camera ready version of this
paper.] Further work is to port RplTrc to a real-time Linux
(RTLinux [11] or RTAI [2]) to get the delay precision below
the order of 10us.
The code of RplTrc is available via

www.tik.ee.ethz.ch/rpltrc
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