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Abstract

Emerging Metro Ethernets create new opportunities to ageveata and telephony services.
However, to connect legacy telephony equipment, netwoak® lto meet customary QoS require-
ments even at the presence of bursty data cross traffic. Wesftb active probing measurements
that without appropriate mechanisms the QoS requirememsat be met. Thus, mechanisms for
priorization are needed.

1 Introduction

Recent developments create new opportunities to convertgeashd telephony services. The emerg-
ing deployment of fiber fosters the proliferation of Metrbf@n Gigabit Ethernets. Thus a major
aspect of interest is to employ these networks to conneatlegrivate branch exchanges (PBX) and
GSM base stations to the core telephony network. This piotagestments in existing infrastruc-
ture and creates new revenues for network providers. Hawevinplement this convergence, these
networks have to be configured in a way that customary QoSresgants for telephony, which are
significantly more stringent than the ones for VoIP, can bé mbis is a crucial problem given that
the data cross traffic in these networks is bursty. This mas$ can cause excessive queuing delay
and frame losses due to buffer overflow [13]. Moreover, thestiness of data traffic in these net-
works is known to be self-similar. This means that there iy \itle smooth out when aggregating
the traffic over time which in turn means that buffering hétfelieffect in mitigating the burstiness.

It was shown in simulation and theory that it is not reasomdblexpect that TDM E1 telephony
traffic, so called circuit emulation traffic, can be run on kgblitan Gigabit Ethernets without some
kind of priorization [6].

For verifying these conclusions in real world networks wéda high accurate measurement facility
and carry out dedicated measurements in a Metropolitanb@igshernet. The traces from these
measurements are then evaluated regarding to criteriarfaritcemulation traffic specified by the
Metro Ethernet Forum (MEF). This evaluation shows violasi@f requirements. Especially the loss
ratio on links with higher utilization is too high.

The rest of this paper is structured the following way. Infbléowing section we present the mea-
surement facility and set-up. In section three we presentesults and findings and in the last
section we will quickly review them.



2 Methods

In this section we first present a high accurate measureraeitityf for active probing running on
of the shelf PCs with a precision ef 3us. Then we point out some mathematical considerations
concerning the credibility of obtained data. And finallye thneasurement set-up will be explained.

For measuring the performance of communication netwotkstet are two fundamental ap-
proaches: passive and active measurement. By passive mae@sit we mean the approach of
tracking the performance and behavior of packet streamglgiby monitoring the traffic passing
by the measurement point. Under active measurement westaddrthe injection of artificial probe
traffic into the network, and the measurement of its charstites at different points, typically back
at the origin (round-trip end-to-end measurement), or atesterminating destination (one-way end-
to-end).

Passive measurements are usually used to measure mettaisipg to a certain network element,
that is at-a-point metrics such as link throughput and pasize statistics. However from the ap-
plication point of view, particularly real-time applicatis, end-to-end quality of service metrics are
more important. For these the passive approach is inagptems the presence of traffic between
the end points is not guaranteed.

The active approach relies on the capability to inject teskpts into the network. As such it does
create extra traffic but it provides explicit control on tleeding of packets. This includes control on
the nature of traffic generation, the sampling techniques titning, frequency, scheduling, packet
sizes and types (to emulate various applications), statigjuality, the path and function chosen to
be monitored. Being active implies testing what you wantewiiou need it. Emulation of scenarios
is easy and checking if Quality of Service (QoS) are met iatradly straightforward. Thus active
measurement methods are typically used to obtain endds®tistics such as delay, loss and route
availability.

Summarizing, workload and routing measurements typicdilize passive measurements while per-
formance and topology measurements rely on active measatemethods. In spite of this general
classification, we developed a measurement facility for BMTraffic based on the active approach.

2.1 Active Probing Facility

We developed a high precision active probing facility coritay a measurement application based
on a hard real-time system running on of the shelf PCs. In\ji shown, that high accurate active
probing is achievable with of the shelf PCs using highly sgéexed software.

In this section we first describe the underlining hard reaktsystem, then we have a look at the
measurement application and finally we explain the mathiemased for analysis.

2.1.1 Underlining Hard Real-time System

The underlining hard real-time system mainly consists af t@mponents.
1. A hard real-time operating system
2. Aframework for hard real-time Ethernet

The hard real-time constraint is absolutely essentialtiergrecision of the active probing facility.
A hard real-time system embody guaranteed timing, cannss oieéadlines and must have bounded
latencies while a soft real-time system is characteriseitishgbility to execute a task according to a
desired time schedule on the average.

Today, there exists several different hard real-time systas for example RTLiux [9] and RTAI [2].
For our active probing facility, we decided to use RTAI besmit is Linux based, has very good
performance and is completely freely available under th@IG1[1].

On RTAI, the Linux operating system runs as the lowest gyidesk of a small real-time operating



system. Thus, Linux undergoes no changes to its operation fhe standpoint of the user or the
Linux kernel, except that it is permitted to execute only wiigere are no real-time tasks executing.
RTAI provides the capability of running special real-tinasks and interrupt handlers that execute
whenever needed, regardless of what Linux tasks may bermgnrihe timer granularity of RTAI

is limited by the frequency of the PCI 8254 which runsl&93180H z what gives a resolution of
0,838us. For communication between real-time and Linux tasks acgewiterface (RT-FIFO) or
shared memory can be used (Figure 1).

RTAI is implemented in the following way. It inserts a hardeabstraction layer (HAL) under the
standard Linux kernel. The HAL comprises of a structure ohfes to the interrupt vectors, and the
interrupt enable/disable functions. Real-time tasks@adéd and executed as Linux kernel modules.
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Figure 1: Strucuture of the RT-System

As framework for hard real-time Ethernet, we use RTnet (HRedl-Time Networking for Linux/RTAI) [3].
RTnet provides features for protocols and tools for conéitjan, operation and diagnosis of Ether-
net networks. It offers hard real-time via slightly modifieshux drivers which allows for atomic
transmission time stamps based on the TSC processor rddiéle
Concerning hardware, RTAI and RTnet support x86 and PowgiBfrms with a large amount of
established Ethernet controllers.

2.1.2 Measurement Application

Based on the RTnet stack, we developed a measurement aioplifr active probing (Figure 2).

It transmits and archives packets with high accurate tiramps between two PCs. Since on full

duplex Ethernets links, the load of each direction is indeleat, one has to measure each direction
independently. Therefore it is no option to perform measaats based on a packet round trip

between the two PCs.

The measurement application mainly consists of three parts

e A Generator on the source PC
e A Sink on the destination PC
e A Archivist on the destination PC

The generator is implemented as a real-time task and trésms/DP segments with a configurable
ratio and amount of payload. For measurement purpose, @agetcarries a unique sequence num-
ber and a sender time stamp with its transmission time taioen the TSC processor register [14].



On the receiver PC, there are two parts: the sink and thevésthiThe sink is implemented as a
real-time task and the archivist as common Linux task. Foh gacket, before destruction, the sink
hands over some information to the to the archivist using B IRO. This information contains the
sender time stamps and the sequence number from the packell as a receiver time stamp taken
from the TSC processor register. The archivist is than nesipée for writing the collected data to
disk.
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Figure 2: RTNet and Aplication Stack

2.1.3 Mathematical Analysis

In this section, we focus on the mathematical transformatiof the collected data to meaningful
network traces.

As described above the collected data contains the follpwar packet data.

e Sequence number
e Sender time stamp
e Receiver time stamp

The packet sequence number allows to detect drops and emliltiBased on the sender and
receiver time stamps, the relevant delay variation (diffiee of delay) can be calculated the following
way. For time periods e.g. of 5s, the offset and skew of theksidorm the two PCs are eliminated
using the simple skew model [17]. We argue that it is enoudbdas on the delay variation instead
of the delay itself for measuring characteristics of higbesp Ethernets. Since a delay series can
be decomposed into delay variation and the minimal delay. [THie minimal delay is constant
and consists of the processing delay introduced by everg laop the transmission duration. In
todays high speed Ethernets, the typical minimal procgss$étay of high-end switches and routers
is highly constant and lies in the range of tens of microsdsdt6] as well as the propagation and
the transmission delay of gigabit Ethernet.

So this is no issue for reaching QoS requirements for VolB,[Z] or circuit emulation [8].

2.1.4 Hardware and Performance of the Measurement Facility

As underlying hardware for our active probing measuremacitify, we used IntelPentium Il ma-
chines with 1GHz, 512MB ram and 2 3COM 3C595 Fast EtherLirtkwoek interface cards (one for
remote control and the other as real-time interface).

For measuring the accuracy of our measurement facility, inectly connected a sender with a
receiver over a crossover cable for 12 hours. According t&BRA DM signal, the generator sent
8000packets/s with a payload o882 Bytes.

The resulting 3 confidence interval for delay variation is [0.00; 2.83] ugalfle 1)



3,3-108
1,30us
0,51us
13, 55us

Samples
Avg. delay variation
o delay variation
Max. delay variation

Table 1: Accuracy of Measurement Infrastructre

2.2 Measurement Set-up

For getting a high statistical quality of measurement data,performed active probing of an E1
stream over several weeks over various links in an exempMatyopolitan Gigabit Ethernet.
Corresponding to the E1 specifications [11], the generats @onfigured to transmits 8000 packets
per second containing a payload of 32 Bytes.

As an exemplary Gigabit Metropolitan Ethernet, the bacldbohETH network was at our disposal.
The ETH network spreads the whole city of Zurich for connegtits institutes, located all over
the city. The architecture of the backbone follows the CIS€@mmendations [10] using a three
level hierarchy and a dual core (Figure 3). The access layictes are Catalyst 4000 while the
distribution and core layer switches are Catalyst 6500.
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Figure 3: Architecture of measured network (ETH Zurich)

In common networks the average utilization rates (AUR) ieuthl% [12]. For getting a di-
versified picture we have chosen three different locatioitls various AURs (HG: similar AUR as
in common networks. ETX: lowest AUR in network. RZ: highesfiR in network) (Table 2). A
measurment serie was carried out for each pair and direcfitrem.

Location | ADLL Utilization [%] | DCLL Utilization [%]
up/down up/down
ETX 0,3/0,5 0,2/0,5
HG 0,2/0,2 0,5/1,5
RZ 0,4/1,0 3,1/5,1

Table 2: Average Utilization

(ADLL: Access-Distribution Layer Link / DCLL: Distribution-Core Layeink)
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3 Results

For analyzing our measurement traces, we use the criteg@figal by the Metro Ethernet Forum.
The measurement results are presented in relation to thigesgacand show that some requirements

are violated.

For circuit emulation traffic, the Metro Ethernet Forum gfies strict criteria concerning quality
of service [8]. This criteria include jitter, delay and lessas well as the summation of them (equa-
tion 1). The complete list of requirements is specified ing&h

FER=JVR+DVR+ LR 1)

Abbreviations: JVR: Jitter Violation Ratio / DVR: Delay Mation Ratio /
LR: Loss Ratio / FER: Frame Error Ratio

Metric | QoS Requirement
Jitter 10ms

Delay 25ms

Losses| < 8.75-1077
FER < 875-1077

Table 3:

Circuit emulation QoS Requirements

As described earlier in section 2.2, we conduct measurenueet six different connections for
about10''packets. The recorded traces from these measurements are anabgadling to the
requirements specified above. The results from this arsdysisummarized in figure 4. It stands out
that the frame error ratio is violated over the two connexgito the RZ which has the highest load in
the network. This violation is mainly due to the high packeid ratio. These losses can be explained
by heavy data burst accumulating on the DCLL to the compgeter.
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Figure 4: Summarized measurement results

For the complete results refer to Appendix A.



4 Conclusions

In this report, we describe a high accurate active probiogitiawhich we use for measuring char-

acteristics of circuit emulation traffic in a exemplary Maiolitan Gigabit Ethernets. These mea-
surements show that the loss ratio exceeds the allowed boundhis finding correspond to our

conclusion in [6] which investigated the same issue in theord simulation. Concluding we can

state that a mechanisms for priorization is needed for itiecaulation.
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A Detailed Results

| From| To | Samples | Loss ratio DVR JVR PRR FER

ETX | RZ | 1,04-10" [ 8.69-10~" [ 2.41-10~" | 1.03-10"7 | 5.47-107% | 1.11-10°©
RZ | ETX | 1,04-10 | 5.63-107% | 1.36-10~" | 5.80-107% | 4.19-10"" | 1.92- 107"
ETX | HG [ 2,03-10"° | 3.18-1078 | 2.57-1079 | 1.55-1072 [ 2.14-1077 | 3.43-107%
HG | ETX [ 2,03-10° [ 1.09-10"7 [ 2.00-107 [ 1.30-10~7 [ 5.92-10~7 | 5.03- 10"
HG | RZ [1,19-10° | 8.74-1077 | 1.10-1077 [ 8.40-10°8 [ 1.39-107° [ 9.84 - 1077
RZ | HG [ 1,19-10 [ 3.37-1078 | 7.66-107° | 5.42-1079 | 1.01-1077 | 4.13-10°8

Table 4: Detailed Measurement Results (JVR: Jitter Violation Ratio / DVR: Delay Viol&atio / PRR:
Packet Reorder Ratio / FER: Frame Error Ratio)

B IP Configuration

| Domain | IP | Interface|| Set-up 1] Set-up 2| Set-up 3|
RZ 192.168.106.2 | S cop_s2 | cop_s2
RZ 192.168.106.3 | S-RT cop_s2 | cop_s2
RZ 192.168.106.4 | R cop_r2 | cop_r2
RZ 192.168.106.5 | R-RT cop_r2 | cop_r2
HG 192.168.106.18 S cop_sl1 | cop_sl
HG 192.168.106.19 S-RT cop_s1 | cop_sl
HG 192.168.106.20 R cop_rl | cop_rl
HG 192.168.106.21 R-RT cop_rl |cop_ril
ETX 192.168.106.34 S cop_sl cop_s2
ETX 192.168.106.35 S-RT cop_sl cop_s2
ETX 192.168.106.36 R cop_rl cop_r2
ETX 192.168.106.37 R-RT cop_rl cop_r2

Table 5: IP Configuration for measurment



